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Context: Anumber of approaches have been proposed for the general problem of software component eval-
uation and selection. Most approaches come from the field of Component-Based Software Development
(CBSD), tackle the problem of Commercial-off-the-shelf component selection and use goal-oriented
requirements modelling and multi-criteria decision making techniques. Evaluation of the suitability of
components is carried out largely manually and partly relies on subjective judgement. However, in
dynamic, distributed environments with high demands for transparent selection processes leading to trust-
Software evaluation worthy, audita!ale decisioqs, sgbjective judgemepts and vendor claims are not cc‘)nsi.dered sgfﬁcient. Fur-
Component selection thermore, continuous monitoring and re-evaluation of components after integration is sometimes needed.
COTS Objective: This paper describes how an evidence-based approach to component evaluation can improve
repeatability and reproducibility of component selection under the following conditions: (1) Functional
homogeneity of candidate components and (2) High number of components and selection problem
instances.

Method: Our evaluation and selection method and tool empirically evaluate candidate components in
controlled experiments by applying automated measurements. By analysing the differences to system-
development-oriented scenarios, the paper shows how the process of utility analysis can be tailored to
fit the problem space, and describes a method geared towards automated evaluation in an empirical setting.
We describe tool support and a framework for automated measurements.

We further present a taxonomy of decision criteria for the described scenario and discuss the data collec-
tion means needed for each category of criteria.

Results: To evaluate our approach, we discuss a series of case studies in the area of digital preservation. We
analyse the criteria defined in these case studies, classify them according to the taxonomy, and discuss the
quantitative coverage of automated measurements.

Conclusion: The results of the analysis show that an automated measurement, evaluation and selection
framework is necessary and feasible to ensure trusted and repeatable decisions.

© 2010 Elsevier B.V. All rights reserved.
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main-specific criteria catalogues are being developed to structure
and reuse knowledge and experience. Most selection methods con-

1. Introduction

The problem of evaluating and selecting the right software com-
ponent out of a range of choices to fit in a larger system, often re-
ferred to as component selection or Commercial-off-the-shelf
(COTS) selection, has received considerable attention in the field
of software engineering during the last two decades [40]. The main
problem appears in a wide range of different scenarios, from Com-
ponent-Based Software Development (CBSD) to web service selec-
tion and composition.

Most approaches to component evaluation and selection apply
a goal-driven approach [76] to support the selection of the most
suitable software component. Product quality models and do-
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form to a general component selection process with the steps De-
fine criteria, Search for products, Create shortlist, Evaluate candidates,
Analyze data and select product [51]. In general, these approaches
are geared towards flexibility and applicability in a wide range of
domains, and assume that component selection is a one-off
procedure carried out within a development effort to build a new
system. Thus evaluation of candidate components against require-
ments can be done in a largely manual way, which usually implies,
but also allows for, high levels of complexity.

However, some of the outlined assumptions are beginning to
change. The last decade has seen significant shifts in a number of
determining factors for software component evaluation, selection,
and integration. Service orientation has become the primary para-
digm for decoupling components to build and integrate complex sys-
tems; the sheer number of software components in any given system

Please cite this article in press as: C. Becker, A. Rauber, Improving component selection and monitoring with controlled experimentation and automated
measurements, Inform. Softw. Technol. (2010), doi:10.1016/j.infsof.2010.02.001



http://dx.doi.org/10.1016/j.infsof.2010.02.001
mailto:becker@ifs.tuwien.ac.at
mailto:rauber@ifs.tuwien.ac.at
http://www.sciencedirect.com/science/journal/09505849
http://www.elsevier.com/locate/infsof
http://dx.doi.org/10.1016/j.infsof.2010.02.001

2 C. Becker, A. Rauber/Information and Software Technology xxx (2010) XxX—xxx

has soared; and the question of trust has become central to the
assessment and selection of software, especially of services. Garlan
et al. recently re-emphasise that the main challenges for software
reuse today are trust, dynamism, architecture evolution, and
architecture lock-in [25]. In complex environments with changing
requirements, subjective human judgement of software quality and
the reliance on declared capabilities of components cannot be consid-
ered sufficient evidence for trustworthy decision making, and cannot
replace objective measurements obtained in a controlled environ-
ment as the basis of decision making. As Terzis recently stated,

...the modern view of trust is that trustworthiness is a measur-
able property that different entities have in various degrees.
Trust management is about managing the risks of interactions
between entities. Trust is determined on the basis of evidence
... and is situational - that is, an entity’s trustworthiness differs
depending on the context of the interaction [73].

If an entity’s trustworthiness has to be validated in the context
of an interaction, we need to do so in a controlled environment
where the varying parameters are known and the outcomes
repeatable, reproducible, and measurable.

In many cases, component evaluation is not done once when
constructing a system, but needs to be managed as a recurring
operation where components need to be monitored to detect mis-
matches and eventually reconfigured or replaced when they prove
to be unsuitable in a continuously changing environment. This
usually occurs in environments where the functionality offered
by competing components or services is sufficiently standardised
and well-defined, so that non-functional quality attributes are of
primary importance. Examples are data transformation routines
in large-scale information systems such as content migration in
digital library systems for content preservation [7,23,31,71], or ma-
chine translation modules [41].

In digital preservation, which we will use as our main running
example in this paper, the component is sought that best preserves
a potentially large number of digital objects, such as images or
documents, by converting them to more suitable formats in a
way that meets requirements specific to each context. As objects
and requirements evolve, the suitability of these conversion com-
ponents needs to be solidly established and monitored. In this
area, the level of responsibility of institutions such as national ar-
chives implies that a trusted evaluation and selection process is vi-
tal and needs to be auditable. This is emphasised by auditing
initiatives for trusted repositories such as TRAC [1], which is cur-
rently in the process of ISO standardization. In machine transla-
tion, components have similarly focussed and well-defined
functionality, and techniques for automated evaluation of transla-
tion quality are being developed [59,20,47]. Again, thorough eval-
uation and continuous monitoring of a translation component is
required to cope with e.g. topic drift in the source documents. Sim-
ilar requirements can be found in numerous application domains
such as compression tools or sort and search in high-dimensional
index structures. We will use machine translation as a second sce-
nario, briefly pointing at the corresponding concepts alongside the
main application scenario of digital preservation, to demonstrate
the principles of our approach in two very different domains.

The concepts and the system presented in this paper support
auditable selection and continuous monitoring of components via
plugins that encapsulate general and domain-specific measure-
ments. They can be applied beneficially in settings sharing the fol-
lowing characteristics:

1. Homogeneous functionality. The functionality of components is
homogeneous and well-defined. Competing tools will provide
the same functionality, allowing the creation of dedicated eval-
uation modules for these components.

2. Continuous evaluation and monitoring. The selection process has
to be repeated regularly, potentially leading to a reconfiguration
or replacement of components.

3. Transparent and auditable decisions are necessary to support the
critical requirement of trust in software components and ser-
vices. Specific quality requirements might be negotiable, but a
thorough and objective documentation about the evidence that
was available at the time of decision making is of vital impor-
tance. Thus, decision making and component selection proce-
dures need to be fully transparent and reproducible to
provide sufficient levels of accountability.

These peculiarities on the one hand have the effect that the
existing approaches for evaluation and selection do not fully satisfy
the needs of the scenario, as will be discussed in the next section.
On the other hand, it provides opportunities for leveraging the
scale of the problem space to employ truly automated evaluation
techniques for the selection process.

In this paper we present a framework and system for evaluating
and selecting components in an empirical process by assessing
them in a controlled setting using automated measurements to en-
sure repeatability and reproducibility. The method conforms to
generic selection processes as analysed in the literature [40,51].
Existing multi-criteria decision making approaches were tailored
to fit the needs of auditable, trustworthy decision processes. The
outcomes of the controlled experiments are analysed in a quantita-
tive and repeatable manner according to hierarchically defined cri-
teria. An extensible framework supports automated measurements
for a variety of generic and domain-specific quality attributes. We
have developed extensive tool support for our method, which is
increasingly being used by large institutions for decision making.
The tool Plato (Planning Tool) is available as Open Source, with a
deployed server freely available for use at the Plato Homepage.'

We have applied this selection method and our tool in the area
of digital preservation in a series of case studies which are dis-
cussed. Criteria to be measured can be organised along a taxonomy
extracted from a number of case studies. While stemming from a
specific domain, a first evaluation reveals that it is more widely
applicable. Based on a quantitative analysis, we show that an auto-
mated measurement, evaluation and selection framework is neces-
sary and feasible to ensure trusted and repeatable decisions and
enable scalable monitoring.

The remainder of this paper is structured as follows. The next
section outlines related work in the area of software component
evaluation and selection and web service quality, and presents
our primary application area of digital preservation that we use
as a running example and as the context of later evaluation. Section
3 describes the method for requirements definition and compo-
nent selection. It first explains the main procedure on a high level,
comparing it to other approaches and providing a simplified exam-
ple for its usage. It further describes the high-level architecture of
the corresponding tool support. Section 4 describes how the frame-
work for automated measurements of criteria is implemented in a
digital preservation environment. It explains the requirements
specific to the scenario and the tools needed to provide an appro-
priately controlled environment with automated measurements. It
further defines a taxonomy of criteria categories and explains how
data are collected for each category. Section 5 discusses the claim
that automated measurements are a key to trustworthy compo-
nent evaluation by analysing the distribution of criteria defined
in nine case studies according to the taxonomy, and discusses
threats to the validity of the claim. Section 6 draws conclusions
and gives directions for future work.

1 http://www.ifs.tuwien.ac.at/dp/plato.
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2. Related work
2.1. Component evaluation and selection

Software component evaluation and selection has received con-
siderable attention during the last two decades. Thorough reviews
of literature have been presented in [40,51]. One of the first selec-
tion methods presented was the Off-the-Shelf-Option (OTSO)
[44,45]. It provides a repeatable process for evaluating, selecting
and implementing reusable software components. OTSO relies on
the Analytic Hierarchy Process (AHP) [67] to facilitate evaluation
against hierarchically defined criteria. Using AHP, the relative
importance factor of each criterion is obtained through series of
pairwise comparisons which result in a ranking matrix. The result-
ing eigenvalues are used for calculating relative weights of all fac-
tors on each level of the hierarchy.

Ncube discusses limitations of multi-criteria decision making
techniques such as the Weighted Scoring Method (WSM) or Ana-
lytic Hierarchy Process (AHP), which are often used in component
selection [53]. While WSM has earned criticism for the necessity to
determine criteria weights in advance without having seen alter-
native solutions, AHP is problematic because of the sheer complex-
ity and effort that is introduced by the pairwise comparison of
criteria [55,48,53). For n criteria, the number of comparisons is
n(n — 1)/2. Perini describes results of an empirical study compar-
ing AHP with a Case-based ranking approach called CBRank that re-
duces the number of pairwise comparisons. They analyse time
consumption, ease of use, and accuracy. AHP outperformed CBRank
in terms of accuracy, but was far more time-consuming to use [60].
Another drawback of AHP is that adding or deleting candidate
components can lead to changes in the ranking [40].

Alves discusses several peculiarities of COTS requirements engi-
neering in [3], introducing the notion of conflict management.
Goals and features need to be acquired and matched, and arising
conflicts resolved. They propose a selection process called CRE
which identifies four dimensions of COTS selection: domain cover-
age, time restriction, costs rating, and vendor guarantees [4]. While
CRE emphasises non-functional requirements, it “does not address
the issues of quality testing” [3]. The PORE method [54] progres-
sively filters candidates by iteratively refined evaluation criteria.

Considerable effort has been spent in standardising software
product quality models. The ISO/IEC 9126 standards [35] provide
guidance for quality models and define a hierarchy of high-level
quality attributes. Quality measures are based on measurement
procedures recommended in ISO 15939 [32]. The model distin-
guishes between three types of quality:

1. Internal software quality refers to static attributes such as com-
plexity measures that can be obtained by analysing the source
code. Measures are primarily made during the development
stages.

2. External software quality refers to the behaviour of a system that
includes the component such as the number of failures found
during testing. Measurements are generally taken during test-
ing and operation.

3. Quality in use describes in how far the usage of a component sat-
isfies user needs. Measurements of these attributes have to be
taken in a realistic environment [39].

The successor ISO 25000 standards for Software Product Quality
Requirements and Evaluation (SQuaRE) combine the ISO 9126
models with evaluation procedures based on ISO 14598 [33]. They
also define requirements on the specification of software product
quality criteria [39].

Franch describes hierarchical quality models for component
selection based on the ISO 9126 quality model in [24]. They pro-

pose a six-step method for defining a hierarchy of quality attri-
butes for a specific domain in a top-down fashion:

. determining quality subcharacteristics,

. defining a hierarchy of subcharacteristics,

. decomposing subcharacteristics into attributes,

. decomposing derived attributes into basic ones,

. stating relationships between quality entities, and
. determining metrics for attributes.

DU A WN =

This procedure of hierarchical structuring is applicable in the
method described in this paper which relies on a similar tree
structure.

Carvallo discusses experiences with quality criteria [16] and
proposes a method called RECSS to support structuring of the sys-
tem environment and requirements elicitation [15]. The approach
results in thoroughly defined hierarchies of quality factors and the
relationships between them. However, requirements are not dis-
cussed in detail. They focus on creating a match between features
and user requirements, emphasising requirements flexibility.

Techniques from Search-Based Software Engineering [30] have
increasingly been applied to the problem of component selection,
primarily to rank and select components and find near-optimal
solutions for the selection problem in large search spaces. Baker
describes ranking and selection as a feature set selection problem
and shows that expert judgement in selecting sets of components
from a database is outperformed by automated search algorithms
[6]. Similarly, Vijayalakshmi et al. apply a genetic algorithm with
a WSM fitness function to select components from a large set of
candidates [77]. DEER [18] focuses on the tasks of ranking and
selection of components in the requirements stage of compo-
nent-based development. It assumes that evaluation values are
known and provides a heuristic to rank and select components or
assemblies of multiple components.

Ochs et al. describe a method for measurement-based assess-
ment and selection called CAP [57,58]. The method comprises a
four-level taxonomy of evaluation criteria, several specification
and assessment activities, and a control workflow. Like other meth-
ods, CAP is based on the view that measurement of all applicable
criteria is too difficult and expensive, which is true for many classic
CBSD scenarios. Hence, the CAP heuristic was designed to increase
efficiency by reducing the number of actual measurement opera-
tions. CAP goes considerably further than other methods in defining
accurate metrics. Yet, it does not appear to use controlled experi-
mentation and automated measurements to collect data on the
components, even though this may be both feasible and desirable
in other settings. The primary goal is to avoid taking measurements
in order to increase the efficiency of the decision making procedure.

Work on component selection arose from the component-based
system development paradigm [17], where components can be se-
lected for inclusion into a system that is being built during any
phase from requirements analysis to system integration. The level
of requirements and available information throughout these
phases generally change, and different methods have been sug-
gested for different stages. One of the primary requirements for
assessment methods in that context is efficiency. Once the compo-
nents are selected and the system is built, there is often no reas-
sessment. However, Yang et al. discuss the issues of changing
COTS components in large component-based systems and empha-
sise the need for monitoring and reassessing components, pointing
out that typical release cycles average about 10 months [79].

Towards the other end of the dynamics spectrum we find web
service composition and web service quality (QoS) [21,22,50,
63,75]. Web services are often selected and composed dynamically
at runtime, and QoS information has to be collected on-the-fly
with little overhead. Quality attributes need to be modelled,
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Table 1
Range of approaches to component evaluation and selection.

Component selection for CBSD

Web service selection and composition

Scenario Static selection sometimes followed by monitoring
Granularity of Different levels of granularity and features
components

Quality attributes Focus on feature sets and quality models

Data collection
Target values

Expert knowledge and standardised quality models

ranges

Structured definition of requirements and desired target

Dynamic selection and continuous monitoring of QoS
Fine-grained services with very homogeneous features

Focus on low-overhead measurements of generic attributes in
production

Automated measurements with minimum overhead in service delivery
Automated optimisation of basic QoS attributes

measured, evaluated, and monitored constantly. Trust manage-
ment is considered a central aspect of current web service research
[14,49,70].

Table 1 highlights some key aspects that differ across the range
of component selection scenarios. The approach we are presenting
here draws from both ends of the spectrum; we will discuss the
relation to existing methods in Section 6.

2.2. Digital preservation

The application area where we have developed our approach is
digital preservation. This denotes the efforts to preserve digital
content for a given purpose over long periods of time. While analog
objects such as photographs or books directly represent the con-
tent, digital objects are often useless without the technical envi-
ronment they have been designed for. In contrast to a book, a
Word document cannot be opened and read without a suitable
hardware and software environment. The constant changes in IT
environments render objects incompatible within years and thus
challenge the longevity of digital information. A variety of reasons
cause obsolescence, e.g. media failure, file formats and tools
becoming obsolete, or the loss of necessary metadata. Especially
for born-digital material this often means that the contained infor-
mation is lost completely. Digital preservation has thus become an
active area of research in the last decade, as many memory institu-
tions realised that the information they are responsible for will
cease to exist within years [52,72].

The two dominant types of preservation actions taken to keep
digital content alive today are migration and emulation. While
migration transforms the objects to more widely accessible repre-
sentations, emulation creates a technical environment where the
objects can be rendered. Consider a collection of electronic docu-
ments created years ago on an old operating system running a
now obsolete version of Microsoft Word. One could convert these
documents to standardised formats such as the Open Document
Format ODF [38] or the archival PDF standard PDF/A [37]. The lat-
ter would limit the possibility to further edit the documents and
instead rely on a file format that is widely supported and consid-
ered stable. Emulating the original environment is another option,
which would retain the look-and-feel of the original environment.

A growing number of components performing migration and
emulation are available today; each tool has particular strengths
and weaknesses, and most often, there is no optimal solution.
Some migration tools are unable to convert tables properly; others
show weaknesses in converting character encoding or scale poorly.
On the other hand, requirements vary across institutions and do-
mains, and for each setting, very specific constraints apply that
need to be considered. The decision for a tool is further compli-
cated by the variation in the digital content that has to be pre-
served. The selection of the most suitable component to keep a
type of digital object alive when the original technical environment
ceases to exist is a highly complex selection problem with several
peculiarities which conform to the scenario outlined in Section 1:

highly homogeneous and well-specified core functionality across
components, complex evaluation of quality across settings, and a
high need for automation, standardisation, and documentation.
The components need to be monitored continually and will likely
be replaced in the future when the requirements or characteristics
of source objects have shifted or the alternative options have im-
proved so that preferences have changed as an effect. Thus, it is
not a one-off component selection problem but a recurring issue,
where continuous monitoring is needed to keep track of the perfor-
mance of deployed components. Deviation from specified monitor-
ing conditions leads to an identified need for re-evaluation and a
potential revision of the selection at a later point in time. The inte-
gration, on the other hand, can in the extreme case be fully auto-
mated, when an already wrapped component is used inside a
service-oriented repository architecture.

Digital preservation up to now takes place almost exclusively in
large institutions with legal mandates to preserve the cultural her-
itage of our times. This implies a high level of responsibility and a
corresponding need for accountability in decision making, as pre-
serving digital records on a national level also means being able
to prove authenticity [27,1]. Thus, trustworthiness is probably
the most fundamental requirement that a digital repository pre-
serving content over the long term has to meet. The Trusted Repos-
itory Audit and Certification Criteria (TRAC), a widely recognised
step towards standardisation and certification of digital reposito-
ries, define a set of requirements to be followed in digital preserva-
tion processes [1]. Evaluating software components for digital
preservation is a key function of the preservation planning activity
in the ISO Reference Model for an Open Archival Information Sys-
tem (OAIS) [36]. In the methodology described in [71], evaluation
is carried out in an 11-step procedure in the classic three phases
of identifying requirements, evaluating alternatives and analysing
results to arrive at a recommendation for a specific component.
The underlying assumption is that decisions need to be based on
evidence to ensure continued trust in a repository’s operation [64].

The evaluation and selection approach described in this paper
has been applied in a series of case studies conducted in collabora-
tion with large institutions across Europe. Examples include the
evaluation of preservation action components for electronic publi-
cations in a national library [13]; requirements specification for the
preservation of web archives and electronic documents with na-
tional archives [71]; evaluation of conversion tools for large ar-
chives of scanned images in several national libraries [8,46] and
an evaluation of components for preserving computer video games
[29]. These case studies have led to recent refinements and exten-
sions of the methodology. A core focus of work is the automation of
measurements in a controlled environment.

2.3. Observations
The issue of evaluating and selecting software components is

relevant in a wide range of scenarios, from component-based soft-
ware development to web service selection and composition. From
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the extensive discussion on the different properties of proposed
approaches and investigation lines in software component evalua-
tion and selection, several observations can be drawn.

e While there is a number of approaches for selecting software
packages, the concrete evaluation procedure is hardly addressed
explicitly. There is a need for evaluation techniques and sup-
porting systems [40].

e Continued evaluation and monitoring after the selection is
needed [79]; however, few approaches explicitly cover this
aspect [40].

e The common perspective of component evaluation and selection
research and practice is that ... it is not possible from a practical
point of view to measure all the subcharacteristics for all parts of
a large software product’ [24]. Thus existing approaches prefer
to rely on shared knowledge bases collecting manually obtained
information about the properties of specific software packages.
While this is certainly true for complex software systems with
a large number of functions, it is feasible to measure critical
quality criteria for components that are more narrowly defined
in functional terms. In digital preservation the automated mea-
surement of accuracy is deemed essential for ensuring that the
cultural heritage of our times will remain accessible in the
future [12,64].

The main research question we are focusing on is: how can we
provide a trustworthy, reproducible and repeatable evaluation and
selection method and tool that is scalable enough to be used in the
described scenarios? The main claim of this paper is that controlled
experimentation and automated measurements can be used to rig-
orously evaluate components for ranking and selection, provided
that the following two conditions are met:

1. The functionality of components is homogeneous and well-
defined.

2. The number of components and instances of the selection prob-
lem is sufficiently high to value the additional effort needed to
setup a controlled environment and develop the tools and tech-
niques needed for automated measurements.

We evaluate this claim, analysing real-world case studies and
discussing the criteria defined therein for measurability. Hence,
our primary evaluation goal compares the number of measurable
criteria against those that defy measurement. The main questions
are thus: (1) What categories of criteria have to be evaluated?
(2) How many of them can be measured? (3) How large is the effort
needed to take measurements? (4) How can we ensure the mea-
surements are correct? We will discuss these questions in the light
of our work in Section 5.

The next section describes an empirical methodology for the
specification of requirements and the evaluation of potential com-
ponents using controlled experimentation. We discuss the general
concepts of the selection method and describe the supporting tool
and infrastructure. Section 4 will describe the categories of criteria
that need to be evaluated in our target area and discuss the ques-
tion of measurement for each of them, while Section 5 will return
to the questions posed above.

3. A framework for automated component evaluation and
selection
3.1. Introduction

In the previous sections we outlined the need for a software
evaluation and selection method and tool which enables auto-

mated and auditable decision making. We argue that it is possible
to use automated measurements of quality attributes by conduct-
ing controlled experiments with the candidate components, pro-
vided that the functionality offered by these components is
homogeneous.

This section outlines the framework we use for component
evaluation and selection. It is based on a distributed architecture
of registries and services that enable the controlled and automated
evaluation of software components. The method is based on a cus-
tomized variation of utility analysis [78]. This section will outline
the high-level workflow and the main concepts behind the meth-
od, and describe the tool architecture we have developed. In the
next section, we will discuss how the framework is being put to
use to collect evaluation data in a controlled environment through
automated measurements.

3.2. Workflow

Fig. 1 abstracts the principal steps and building blocks of the
evaluation environment. The steps of the workflow are similar to
the general COTS selection process [51] (GCS), but include a final
stage where the software product is integrated into the system,
and a continuous monitoring activity after product integration:

. define requirements,

. evaluate components,

. analyse results,

. integrate product, and

. monitor requirements, quality of service, and the environment.

U N wWNh =

This corresponds to standard MCDM workflows. The main dif-
ferences are that importance weightings are refined in the analysis
phase, after measurements have been taken, and that monitoring
and re-evaluation are an integral part of the method, relying on
automated measurements and QoS specifications. The next sec-
tions will give a high-level overview of the main stages of the
workflow. A detailed description of the 14 individual steps that
these stages consist of is provided in [8].

3.2.1. Requirements definition

Requirements definition relies on a variation of multi-attribute
utility analysis, which was originally developed to evaluate public
infrastructure projects and has been applied to a wide range of

Influence Software evaluation, selection and monitoring environment
factors
Y h 4
Quality .
madels Define requirements
A
Scenario v
7 Evaluate alternatives
Candidates { : ]
Measurement h 2 Monitor
services Ara It
Nalyse Tesullts < |- requirements

- QoS
- environment

Experience

base -

Knowledge base

Recommendation

Y

[ Integrate product ]

h 4

Monitoring
conditions

Fig. 1. Software evaluation, selection and monitoring.
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selection problems [65,78]. Goals and criteria are specified in a
hierarchical manner, starting at high-level goals and breaking
them down until quantifiable criteria are found at the bottom level
of the hierarchy. The problem of incommensurable values [2] is
tackled by defining a utility function which transforms measured
values to a common utility value which can be compared across
alternatives and aggregated in the goal hierarchy. Relative impor-
tance factors on each level of the hierarchy model the preferences
among the stakeholders.

Existing quality models provide sophisticated specification of
quality criteria, metrics, and their relationships [16,24,35]. While
these concepts provide for powerful modelling tools, they are
sometimes difficult to use, especially for decision makers not
familiar with them. In the component selection tool DesCOTS, the
task of defining these models is thus transferred to COTS evalua-
tion experts that model domains and evaluate products
[28,61,62]. The hierarchical definition of requirements in the ap-
proach described here is not as formally strict as these models;
hence, the requirements can be specified by domain experts them-
selves, without dedicated external assistance. Depending on the le-
vel of experience in a specific organisation with the selection
scenario, the requirements definition process ranges from a simple
reuse and customization of existing quality models and require-
ments trees to interactive group sessions, where software support
aids in the definition process.

It should be noted that it is possible to use standard criteria
catalogues such as the ISO/IEC 9126 and 25,000 families. In fact,
some of these are part of a growing knowledge base in the soft-
ware tool Plato. But the method itself does not constrain the ex-
act hierarchy of criteria and allows different views on the
requirements hierarchy. A common approach is to start from a
standard catalogue and refine certain criteria such as accuracy
with domain-specific quality models. This will be discussed in
Section 4.1.

On the bottom level of the requirements tree, measurable crite-
ria have to be defined such as processing speed per megabyte mea-
sured in milliseconds, or output format is ISO standardised with a
binary value. These criteria are annotated with information on
how to obtain the actual measurement data for the candidates dur-
ing the evaluation stage. Several scales sometimes used in multi-
criteria decision making approaches are not employed. For exam-
ple, ‘forced ranking’ as establishing a preference order for the con-
sidered options is not used, since the level of reasoning and
provided documentation is not considered sufficient. Traceability
and transparency of evaluations call for breaking down such a
ranking into the decisive aspects of which it is composed, so
that each of these can be (preferably automatically) measured
separately.

The outcome of the first stage is a thorough description of the
scenario and the primary influence factors, and a completely spec-
ified requirements tree where every leaf node is assigned a mea-
surable criterion. A knowledge base provides best-practice
criteria catalogues that can be applied, further refined and re-in-
serted to the criteria catalogues, providing a feedback loop into
the decision process. Typical trees contain between 50 and 150
requirements in about five hierarchy levels.

Root
Accuracy \ Speed

80% (ms) 20%
Ve T~
Encoding
(%) 50%

Page orientation intact
(boolean) 50%

Fig. 2. Highly simplified requirements tree.

As a highly simplified example, consider the weighted example
tree in Fig. 2, which contains three measurable criteria for convert-
ing text documents: correct encoding of characters measured in
percent, the orientation of pages measured by a Boolean identity,
and the speed of conversion, measured in milliseconds. The next
section will describe the evaluation of these criteria, the calcula-
tion of utility functions, and the aggregated scoring and ranking
of components.

3.2.2. Evaluation and analysis

Requirements evaluation takes advantage of the homogeneity
of the problem space and follows an empirical approach. While
some of the evaluation criteria may be retrieved from databases
holding confirmed information about static attributes such as the
price or the licensing model of candidates, specific quality criteria
such as accuracy of operations or average processing speed for
specific input data need to be evaluated in an evidence-based,
empirical manner. Candidate tools are executed in a controlled
environment, providing a thorough evaluation and evidence base
in realistic experiments. A distributed web service infrastructure
facilitates the discovery of potential tools and their invocation
[7,11].

In principle, three categories of criteria need to be evaluated for
each component:

1. Statically defined criteria are retrieved from a trusted database
holding product information not subject to change.

2. Process- and performance-related characteristics can be mea-
sured automatically during tool execution in the experiments
stage. The tools are invoked through a monitoring framework
which is able to measure general process-related characteristics
such as performance [9].

3. Criteria specific to the application domain, such as accuracy, are
measured by an extensible architecture of measurement plu-
gins, which is described in Section 3.3.

The evaluation of experiment results leads to a requirements
tree fully populated with evaluation values in the respective scale
of each criterion. This is the basis for the third phase, which corre-
sponds to the GCS step Analyse data and select product.

Analysis of results consists of three steps:

—

. Transform values to a uniform scale,
2. Set importance factors, and
3. Analyse the outcomes to arrive at a candidate recommendation.

In order to apply aggregation and comparison of values over the
tree hierarchy, a utility function is defined, which maps all evalua-
tion values to a uniform target scale of commonly 0-5. Hereby, 5 is
the optimum value, whereas 0 denotes unacceptable performance
that serves as a drop-out criterion.

The utility function can be defined in a variety of ways. For
numerical input values, we may rely on a simple linear transforma-
tion using threshold settings. Fig. 3 shows an example transforma-
tion setting for the attribute Character encoding with percentage
values in the range of [0,100] and the corresponding transforma-
tion results. Using simple stepping, the resulting utility function
u(measure) in the example case is given in Eq. (1).

encoding < 85

85 < encoding < 90
90 < encoding < 95
95 < encoding < 98
98 < encoding < 100
encoding = 100

u(encoding) =

u b W N = O
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Characters > Encoding

Results Transformer
Alternatives 1 Threshold
Adobe Acrobat->DOC  94.0 85,0 % of correct characters
Convert Doc->DOC 100.0 90.0 % of correct characters
Adobe Acrobat->HTML 99.0  95.0 % of correct characters
98.0 % of correct characters

Transformed Results

Target value Alternatives 1 Aggregated
>1 Adobe Acrobat->DOC 2 2

>2 Convert Doc->DOC S S

>3 Adobe Acrobat->HTML 4 4

>4 Aggregation mode: Arithmetic mean

100.0 % of correct characters > 5

Threshold stepping: Steps

Fig. 3. Transformation of evaluation results.

More commonly we use piecewise linear interpolation. Let v be the
evaluation value of a candidate and t; the list of thresholds in mono-
tonically increasing order with i =1,2,3,4,5. With the resulting
breakpoints (t;,i), the utility function u(measure) is given in Eq.
(2). For thresholds in decreasing order, the equation is adjusted
accordingly

0 Yv <ty
u(measure) = { i+"25 Yt < U <tig (2)
5 Vv > ts

In the supporting software tool Plato, a default utility function is
calculated on the basis of the measured values, assigning a value
of 1 to the lowest and 5 to the highest measured value and using
linear interpolation for the rest. This provides a useful starting point
for setting the acceptable limits in a decision scenario. Other trans-
formations include logarithmic and exponential interpolation.

Existing component selection methods usually favour the defi-
nition of target ranges for requirements before the actual values
and capabilities of potential components are known. They rely on
negotiation of conflicting values during package selection [16].
Transforming actually measured values after knowing the results
allows trade-off decisions and negotiation of acceptable values
based on a trustable knowledge of reality. In bid evaluation, the ac-
tual evaluation values should be anonymised to avoid decisions to
be influenced by internal biases.

The result of the transformation step is a fully populated, eval-
uated and transformed requirements tree with default weighting.
The next step is to revise these default weights to reflect the actual
priorities and preferences of the stakeholders.

There has been considerable discussion on the question of
importance weighting in component selection methods. Several
methods using WSM have earned criticism for the fact that weight
settings need to be specified upfront, in a situation where little or
nothing is known about the actual performance and differences of
candidate components. Furthermore, the reduction to a single
number and the corresponding ranking is considered too simplistic
by many. The AHP on the other hand is often considered too effort-
intensive and complex, with the number of pairwise comparison
exploding with the size of the requirements tree [53,60].

In the presented approach, relative importance factors are bal-
anced on each level of the tree after evaluation values for all can-

Expand All | Collapse all
National Library Publications > Object characteristics
Focus Name

¥ Object characteristics?

X » Appearance R -

X » Structure 0 -

X » Content p -
X » Behaviour o -

didates are known and utility functions have been defined. This
deviates from the standard Utility Analysis workflow, but has pro-
ven more useful in the considered selection scenario in numerous
case studies. Again, as for the transformation settings, the candi-
dates should be anonymised in bid evaluation scenarios. In order
to safeguard against potentially negative effects of minor varia-
tions in the weighting on the stability of decisions, a sensitivity
analysis is performed. In this step, several hundred iterations are
automatically computed, randomly varying weights in a certain
percentage margin around the given value to identify potential
changes in the ranking of components. We are currently investigat-
ing the narrowly focused use of robust, but effort-intensive ranking
models such as AHP for ranking a small number of critical high-le-
vel factors as well as competing factors that show high sensitivity
during the analysis. Fig. 4 shows the supporting software tool bal-
ancing the weights of criteria.

In the final step, visual analysis of results allows a comparison
of performance values not only on the root level, but on all levels
of the tree hierarchy. Several aggregation methods are supported,
of which the most relevant are weighted multiplication and
weighted sum. The score of each node n; is determined by the
weighted score of its k children c;, given that the relative weight
of all its children sums up to 1. The score of the leaf nodes is pro-
vided by the utility function u(measure) with the measured evalu-
ation value as input variable.

For both sum and multiplication, we seek a weighted aggrega-
tion function where nodes with a weight of 0 result in a neutral
element and the target range is the same as the input range. For
weighted sum, this is the well-known linear combination calculat-
ing a weighted score as given in Eq. (3)

k
w(ng) =) wg)w(c) 3)
=1

J

For weighted multiplication, the values are taken to the power of
the weight, as given in Eq. (4)

um(ny) = [um(c)" (4)

j=

_

The aggregated scoring obtained thereby serves for filtering out
candidate components with unacceptable evaluation values - any

Weight Lock Total
weight

1 [o3s 10 o03s
[ 0o

1[5 ] @ o.os
'E2 ] & oas
1 [635 | @ 0.05

Fig. 4. Setting importance factors.
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score of 0 at the criterion level will be reflected as a root score of 0,
allowing the decision maker to quickly analyse the root cause of the
drop-out. For the remaining alternatives, we generally use the
weighted sum aggregation provided in Eq. (3) to find the candidate
component best suited for the given scenario.

We use the transformation function of Eq. (2) and the thresh-
olds defined in Eq. (1) to evaluate the tree defined in Fig. 2. We
set the thresholds for speed to be {1500,1000,750,500,250} in
decreasing order and define the loss of page orientation as unac-
ceptable, resulting in Eq. (5)

5 if true,

u(orientation) = {0 if false

(5)

Table 2 lists evaluation values and their respective utility. For
example, Tool A has a measured speed of 600 ms, which translates
to a utility value of 3.6. Figs. 5 and 6 illustrate the aggregation of
values, showing the weighted aggregated value on each node to
illustrate the absolute influence towards the aggregated parent
value.

Tool C is being eliminated because it breaks the page orienta-
tion during conversion, which leads to a utility of 0 for orientation,
as shown in Fig. 5. The multiplication has the effect of rejecting the
component with a root score of 0, which can be traced back to the
criteria responsible for this by following the graph to the leaf level.

Fig. 6 shows weighted sum results for Tool B, which does not
exhibit unacceptable measures. We thus obtain the aggregated

Table 2
Example evaluation results and utility values.
Component Encoding Orientation Speed
Tool A 98% True 600 ms
Tool B 100% True 800 ms
Tool C 100% False 500 ms
Tool A 4 5 3.6
Tool B 5 5 2.8
Tool C 5 0 4
Root
(0%1.32)t =0
o ~
Accuracy Speed
(2.23 * 0)0'8 =0 402 =132
. \
Encoding Orientation
505 = 2.23 005 =0
Fig. 5. Weighted multiplication results for Tool C.
Root
(44 0.56) + 1 = 4.56
= T~
Accuracy Speed
(25+25)%08=14 2.8%0.2 =0.56
Encoding Orientation

5%0.5 =25 5%0.5 =25

Fig. 6. Weighted sum results for Tool B.

Table 3
Aggregated values.

Component Weighted multiplication Weighted sum
Tool A 4.28 4.32

Tool B 4.45 4.56

Tool C 0 -

Results: Weighted sum

Rasult-Tras with 3ll Altarnatives, Aggregation mathod: Waighted sum,
tree da not

Node Results
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Adobe Acrobat->HTML:0.75
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Adobe Acrobat->HTML:0.39

=  Content PdiMagiConversion:  2.00
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Adobe Acrobat->HTML:2.70
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Internal References
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=  Process Characteristics

Automation of the process

Fig. 7. Visualisation of results.

weighted result scores provided in Table 3. Notice that while Tool
A is faster than Tool B, the superior evaluation for encoding of Tool
B is weighted stronger and determines the final ranking.

The supporting software tool Plato allows interactive explora-
tion of the tree hierarchy as shown in Fig. 7. At the leaf level, all
measured values and utility functions are linked and accessible
to the decision maker. The definition of acceptance criteria in the
utility function further provides a gap analysis which clearly points
out both strengths and limitations of candidates on all levels of the
hierarchy. Plato thus supports an in-depth analysis of the specific
strengths and weaknesses of each candidate component and an
evidence-based decision for a specific component, which is the
outcome of the third stage. The complete evaluation, transforma-
tion and aggregation is used as an evidence base for supporting
the decision for recommending one of the candidate components.
The method furthermore allows for the selection of multiple com-
ponents that are considered to be complementary, in case none of
the alternatives alone completely satisfy the needs to a sufficient
degree.

3.2.3. Integration and monitoring

Integration is the final stage of the workflow, where integration
procedures define the component’s interfaces to the system under
consideration and explicitly state evaluation conditions that need
to be monitored continuously during operation of the chosen soft-
ware. These conditions can be largely deducted from the require-
ments and defined in service-level agreements [42].

Both general Quality-of-Service (QoS) attributes such as perfor-
mance, throughput, resource usage, etc., as well as specific QoS
criteria such as accuracy need to be continuously monitored dur-
ing operation to ensure that the used component actually keeps
fulfilling the requirements as expected [9]. Any deviation in QoS
of the level measured during the experiments is an indication of
either an incomplete evaluation procedure, or a change in the
environment that needs to be addressed, such as a sudden in-
crease in data volume. Depending on the type and severity of
the deviation, this may lead to a re-iteration of the evaluation pro-
cedure, where the original scenario is taken as a starting point and
revised according to changes in the environment, technology, or
the requirements.

The problem of architectural mismatches is often encountered in
CBSD, primarily when dealing with coarse-grained components
where controlled experimentation is rarely applicable. Selecting a
seemingly optimal component based on an analysis that focuses
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Fig. 8. QoS trade-off between compression rate and performance.

on functional issues can lead to serious cost- and budget overruns
when implicit architectural assumptions prove to be incompatible
and conflicting [26].

Since our approach does not lead to the recommendation of a
component without fully testing it in a realistic controlled envi-
ronment, this aspect is less likely to have an effect; mismatches
are prevented or detected early [25]. If a component can be suc-
cessfully evaluated in a controlled environment on realistic condi-
tions and real data, the risk of a serious mismatch on either an
architectural or a lower technical level is quite limited; further-
more, platform constraints, etc. are part of the evaluation proce-
dure. If a component cannot be evaluated, this is a documented
outcome of an experiment and will in the absence of a re-run
experiment lead to a rejection of the component. The method
and tool allow feedback loops, should experimentation lead to
the discovery of such problems. Evaluators then return to earlier
stages to refine requirements, reconsider acceptable values, or
re-balance importance factors. For example, if it turns out the opti-
mally performing tool is incompatible with a server environment
or protocol or simply too slow, but all other components produce
unacceptable results quality-wise, it may be necessary to recon-
sider performance requirements or reduce expectations in terms
of quality.

The accumulated experience from the knowledge base can be
compared to specific values obtained in the experiments. It can fur-
thermore inform the definition of monitoring conditions during the
final integration stage. Fig. 8 shows a resulting trade-off curve be-
tween compression rate and execution speed for an audio conver-
sion program with and without internal verification of the
converted output. Verification adds considerable overhead, but this
might be quite acceptable in many cases. On the other hand, the
highest compression settings achieve minimal benefits in terms
of compression rate, but are computationally very expensive. These
observations can be used to derive optimised parameter settings
for deployment.

3.3. Software architecture

To support the method described in the previous section, we
have been developing distributed tool support to enable guided
decision making and automate the task of measurements [7,11].
The resulting software, a planning tool called Plato, is targeted at
the digital preservation community and freely available online.
While the frontend itself has been developed in the context of dig-
ital preservation, the evaluation, selection and monitoring archi-
tecture is independent of the target domain. We are currently
working towards releasing a generalised, domain independent ver-
sion of the web frontend for the public.

Fig. 9 shows the schematics of the core architectural building
blocks. A knowledge base layer holds information about existing
reusable quality criteria, associated measurements and the mod-
ules where these measures can be obtained, as well as accumu-

lated quality measurements on specific components and classes
of components. This knowledge base is a collaborative distributed
environment where users can share and reuse quality models. Cur-
rent work in the PLANETS project? is extending this knowledge base
by analysing and abstracting requirements trees from case studies
and making them reusable across organisations. The requirements
catalogues primarily focus on accuracy criteria, which are the central
consideration, but also contain detailed models of the risks associ-
ated with certain outcomes of processing data with the candidate
components.

The evaluation and monitoring core covers the concepts of the
last section, while flexible adaptation layers enable the dynamic
integration of components discovery and invocation. The discovery
of candidate preservation action components is facilitated through
web service registries, filtering components by the object types
they can operate on. For instance, in the case of the Word document
collection, potential conversion tools are listed. These tools are lo-
cated in different technical environments, but can be accessed
through wrappers in a uniform way. The candidate tools are applied
to a previously defined set of sample objects, and the outcome is
evaluated against the requirements, relying on automated mea-
surements. That means that all considered components are exe-
cuted in their respective deployment location inside a controlled
environment that monitors their behaviour and collects data about
their resource utilisation [9]. This meta-information on the service
execution is delivered along with the component output and
mapped semi-automatically to the specified requirements.

On a general level, performance-related criteria are often con-
sidered as a requirement, especially for large-scale systems. Our
extensible monitoring approach allows tools to be invoked through
a service-oriented architecture, where quality information mea-
sured during program execution is delivered as meta-information
on the service execution [9]. Measurement adaptors currently
available include an extensible monitoring framework for QoS
measurement of arbitrary tools wrapped as web services, and do-
main-specific accuracy measurement for file conversions in digital
preservation [12]. While in some cases, manual intervention is still
required, the objective is to fully cover the measurements needed
to evaluate the requirements.

The next section will illustrate how this architecture supports
the concrete evaluation procedures and measurements in a specific
digital preservation scenario.

4. Using automated measurements to evaluate migration
components

This section describes the influence factors to be taken into ac-
count when evaluating migration components for a digital reposi-
tory, discusses the measurement of domain-specific quality criteria
and presents a taxonomy of criteria in digital preservation. This is
used as a basis for a discussion on automated measurements and
can be applied similarly in other domains.

4.1. Requirements definition

The high-level influence factors that have to be taken into ac-
count when deciding which component provides the best fit for a
particular digital preservation solution include

1. Technologies and standards. Compliance to file format and meta-
data standards is a prime concern, and on a technical level,
compatibility of candidates to existing infrastructures usually
a non-negotiable requirement.

2 http://www.planets-project.eu.
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stating that digital content must be preserved as accurately as
possible, i.e. the authenticity has to be secured.

4. Legal constraints and policies may prohibit the use of certain
technologies or formats.

5. Organisational constraints may pose restrictions on prices, stor-
age technologies, or procedures.

Some of these factors, such as institutional policy models or
business constraints, may partially be modelled in a formal way,
thus allowing automatic reasoning and derivation of environment
constraints that can support the evaluation procedure. Others, such
as object characteristics, are semi-automatically constructed by
analysing the properties of the digital objects on which the candi-
date software components need to operate and by specifying
which characteristics need to be preserved.

The requirements specification breaks the high-level goals
down to quantifiable criteria. Abstract goals such as accurately pre-
serve the significant properties of objects are iteratively refined until
a level of measurable properties is reached. Thus, at the bottom le-
vel of a typical requirements tree in digital preservation, accuracy-
related criteria can be found such as keep correct encoding of char-
acters or keep image width unchanged. These criteria are empirical in
the sense that they are to be measured during the experiments
stage. In contrast, aspects such as costs per object can be retrieved
from a database and do not need to be measured. More complex
object criteria arise for example in the context of web archiving
tools. Consider the visitor counter on a web page - when trans-
forming the representation of the web page for preservation pur-
poses, a tool could leave the counter active, i.e. each subsequent
access in the repository changes its value; it could remove the
counter; or it could freeze it at the number it showed when it
was harvested.

These object criteria are generally called significant properties of
digital objects and also referred to as object characteristics [19].
They are often classified in five high-level aspects [34,66].

1. Content means the actual content of an object, such as the
words in a document.

2. Appearance denotes visual and audible characteristics such as
the layout.

3. The Structure of an object describes the relationships of its
subcomponents.

Fig. 10. Taxonomy of criteria in digital preservation.

4. Behaviour describes the interactive experience a user has when
viewing the object, and
5. The Context refers to relationships to other digital objects.

ISO SQuaRE suggests standardising domain-specific extensions
elaborating on certain aspects of the quality model. Recent efforts
such as INSPECT? strive to move in that direction. PLANETS is mod-
elling organisational constraints and developing an ontology for sig-
nificant properties of digital objects, for which the XCL languages
provide the technical starting point [12].

These characteristics are obviously highly domain specific. In
machine translation, for example, a combination of comparison
metrics obtained by established algorithms such as BLEU [59] or
others [47,20] can be used for the measurements.

4.2. A taxonomy of criteria

To design and evaluate a full-coverage measurement frame-
work for the target domain of digital preservation, we have created
a taxonomy of criteria that differ in the information sources they
depend on to obtain measurements. This taxonomy is depicted in
Fig. 10. Fundamentally, all criteria requiring measurement refer
either to the action, i.e. the component, or the outcome of an ac-
tion, that is a rendering or transformation of a digital object. These
two categories can be further distinguished to describe general ef-
fects of the outcome, such as certain properties of object that are
desired; criteria describing the format of the objects; and criteria
describing the abovementioned significant properties. On the other
hand, action components exhibit properties that are static and
descriptive in nature, properties that can be measured at runtime,
and some properties that need to be judged by experts.

The taxonomy is in principle orthogonal to the structure of our
hierarchy of goals, i.e. an evaluation goal might be connected to
measurable characteristics of different categories. For instance,
the general goal of inducing minimal costs may include both the

3 http://www.significantproperties.org.uk/.
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price per object, i.e. per execution, of a component, and runtime
characteristics such as resource utilisation that imply a certain le-
vel of hardware expenditures.

We have thus identified the following categories:

1. Properties of the outcome of applying a component.

(@)  Object. This category entails all properties of digital
objects that result from the application of a preservation
action component on these objects. On the one hand, this
includes desirable properties; on the other hand, this cat-
egory refers to all significant properties that have to be
kept intact. Measurements have to be applied to the out-
come of the preservation action components’ application
and might include comparing the outcome to the original
objects.

(b)  Format. This category comprises criteria on desirable
characteristics of the file and data formats digital content
shall be represented in. This is a central decision criterion
in digital preservation since a significant portion of the
risks to digital content lies in the form of representation
and its understandability. Measurements of these criteria
are applied by analysing the format of the outcome and
getting additional information on known properties of
certain formats from trusted external data sources such
as the Pronom Technical Registry [74].

(c)  Effect of outcome. This refers to any other effects caused
by the application of a certain component, such as the
storage costs resulting from converting to certain formats
with higher compression. Typically, these effects are cal-
culated based on measured inputs. For costs, recognised
cost models such as LIFE [5] are used with measured
properties as input parameters.

2. Properties of the components, i.e. the action taken.

(a)  Runtime. This category entails runtime properties of
a component such as performance and resource utilisa-
tion. Measurements need to be taken in a controlled
environment.

(b)  Static. Criteria of this category can be obtained from
trusted sources. Where not found, they need to be evalu-
ated manually with appropriate documentation.

(c)  Judgement. This category is sometimes relevant, but
should be kept to a minimum. Usability is a prime exam-
ple where judgement is necessary. In digital preservation
this is hardly relevant since the components to be evalu-
ated are not to be applied by an end user. In other cases,
this has more importance. In any case, proper documen-
tation of evaluation values is essential.

In machine translation, a taxonomy would likely be very similar
apart from the format category, which still may be present, com-
prising structural characteristics of the resulting translation fol-
lowing a standard representation. Object criteria may further
include the presence of confidence values or alternative translation
candidates for certain terms.

4.3. Automated evaluation in digital preservation

The automated evaluation of criteria depends on the category
according to the taxonomy outlined above. The measurement of
process-related criteria such as performance can be covered with
a generic approach. On a domain-specific level, more complex
measurements may be needed to cover the desired characteristics,
particularly at the level of significant properties. To evaluate these
characteristics automatically, thorough description of digital ob-

jects are needed to enable automatic reasoning and comparison.
This characterisation relies on formal languages such as the eXten-
sible Characterisation Languages [12]. Characterisation of the sta-
tus quo takes place when defining the characteristics of the
collection of digital objects on which the component to be selected
is going to operate. Thus it supports the automated characterisa-
tion of digital objects, i.e. the extraction of significant properties
into an abstract representation that can then be used for empirical
evaluation.

Fig. 11 shows a simplified abstraction of the core elements of
the requirements and evaluation model. This model is closely re-
lated to the taxonomy described above.

Each PreservationActionTool (or MachineTranslation-
Tool) is evaluated through applying it on SampleObjects in a
controlled experiment. This creates an ExperimentResult that
constitutes part of the evidence base. A Criterion is a measur-
able Requirement. It can be associated with a tool (ToolCrite-
rion) or vary with every object a tool is applied to
(ObjectCriterion). In the latter case, it can be mapped to an
ObjectProperty. These properties are measured of the original
SampleObject and the ExperimentResult, and the obtained
values are compared through a comparison metric. Tool criteria,
on the other hand, are associated with a Too1Property and eval-
uated in a ToolEvaluation. The properties themselves may be
partly obtained from registries; others can be derived from soft-
ware quality models, while some may need to be specified
explicitly.

A typical example of a criterion that will be measured at run-
time and vary with every experiment is execution speed. We have
conducted a series of experiments to evaluate different aspects of
the evaluation and monitoring architecture, such as the correlation
and accuracy of measurements obtained with different profiling
tools [9]. Fig. 12 shows the processing time of two conversion tools

PreservationActionTool Evaluation | ' Criterion .. Requirement

1 1 TA AR L ¥
L

ToolEvaluation ObjectEvaluation ToolCriterion ObjectCriterion

|‘ I [ I

1
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| |
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Fig. 11. Requirements, criteria and evaluation in digital preservation.
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Fig. 12. Processing speed of two conversion services.
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Fig. 13. Visualisation of an examplary conversion error.

running on the same environment when converting 312 JPEG im-
age files. Linear regression shows the general trend of the perfor-
mance relation, with a root mean squared of residuals of 1.01 for
GIMP and 3.36 for JavalmagelO. The Java tool is faster on smaller
images but outperformed on larger files. It further is noted that
the conversion quality offered by GIMP is certainly higher: Fig. 13
shows a visualisation of a conversion error introduced by the sim-
ple Java program when converting an image with transparent
background from GIF to JPG. Changed pixels are shown in grey in
the figure and indicate that the transparency layer has been lost
during migration. This difference is being measured by quality
evaluators relying on different, complementary tools. For example,
ImageMagick compare reports that 59.27% of the pixels are
different in the migrated file, with a root mean squared error of
24,034. In most cases in digital preservation, the information loss
introduced by a faster tool will be considered much more impor-
tant than its speed, which will be reflected by the utility function.

4.4, Pulling it all together

The output of the evaluation stage is a well-founded,
documented recommendation for one of the components. This
documentation is considered essential for ensuring the trustwor-
thiness of a digital repository [1]. In some cases, however, a single
component alone might not be satisfying. For example, many con-
version tools for electronic documents have problems with entirely
preserving the layout as it was displayed in the original environ-
ment, whereas migrating a document to an image loses the future
potential for full-text search access. In these cases it may thus be
desirable to combine both approaches and select multiple compo-
nents for the incorporation into a preservation system.

The exact mode of integrating the chosen component depends
on the infrastructure in question. The planning tool Plato can auto-
matically generate an XML-based workflow specification called
executable preservation plan, which specifies the component to be
used and all parameter settings. It can be deployed directly into
the Planets Interoperability Framework that provides an infra-
structure for digital preservation services [43,68]. We are currently
extending Plato with modules for generating executable preserva-
tion plans for different widely used repository systems.

The evidence gathered during the controlled experiments is
highly valuable for defining service-level agreements and monitor-
ing conditions that can be watched continuously after integration
of the preservation action component into a digital repository. A
variety of factors in the technical and organisational environment
as well as the repository itself have to be monitored to ensure con-
tinued successful operation. Environmental conditions are under-
stood in the broad sense and cover factors such as the rate of
incoming content or the distribution of file formats that are con-
tained in an archive. On the concrete QoS level, QA mechanisms
based on structured characterisation of digital objects as described
above can be included, while on an organisational level, changing

high-level policy decisions may alter the priorities or introduce
new requirements. An automated re-evaluation and threshold
check can trigger an alert that leads to a re-iteration of the evalu-
ation procedure as described in [8].

5. Evaluation

The last sections described a framework and tool for improving
component evaluation and selection in specific scenarios by using
controlled experimentation and automated measurements as pri-
mary means of data collection. We described a taxonomy and mod-
el of criteria and their automated evaluation.

We noted earlier that evidence is an essential precursor to
trustworthiness, and that an entity’s trustworthiness has to be
evaluated in the realistic context of an action. Thorough documen-
tation is needed to ensure reproducibility of evaluation experi-
ments. One of the primary benefits of automated measurements
is the degree of evidence and documentation that is produced
along with the evaluation. We claim that under our stated condi-
tions, these benefits can be achieved for a large fraction of the deci-
sion criteria.

We evaluate this by quantitatively assessing the coverage of
automated measurements with respect to criteria used in real-
world decisions. To answer the questions posed in Section 2, we ana-
lyse a number of case studies that have been carried out during the
last years with and without supervision and assistance. Table 4 pro-
vides an overview of cases. All were searching for an optimal conver-
sion tool for preserving different types of images or documents in
large repositories run by organisations such as national libraries, na-
tional archives, or large research foundations. Detailed discussions
of several of these case studies can be found in [8,46,71]. While most
of the studies were carried out with our assistance, two of them
were carried out independently without consultation, using the
publicly available software platform which is increasingly being
used by libraries and archives for decision support.

The effort to conduct an evaluation depends on the types of
digital objects, the level of automated measurements that is avail-
able, and the experience an organisation has with digital preserva-
tion in general and the decision making procedures in particular.
Documentation of organisational policies is often scarce; this is
beginning to change [69]. Often, the first time evaluation and
selection is carried out, a number of organisational factors have
to be established once, which adds to the effort needed for the
first decision process. As a general rule, a selection procedure will
take a few days, involving several stakeholders for the require-
ments definition.

5.1. Coverage of automated measurements

The criteria in Table 4 correspond to the categories of the taxon-
omy described in Section 4.2. For each case study in the list, we
provide the type of institution taking the decision, the type of con-
tent in need of conversion, and number of decision criteria falling
into each category. The bottom row summarises the distribution
of the criteria. Of the 317 criteria that had to be evaluated, all fall
into one of the categories of the taxonomy. More than 50% describe
the accuracy of preserving the authenticity or significant properties
of objects, while another 13.6% refer to desired characteristics of
formats resulting from the application of components. Of the
requirements on the components, their measurable runtime
behaviour accounts for almost 20% of the criteria. All of these char-
acteristics can be measured in a fully automated way as outlined in
Section 4.3 and discussed in detail elsewhere [9,10,12].

This leaves 5% of criteria that fall into the categories judgement
of tool characteristics and 3.8% of criteria that refer to general effects
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Table 4
Distribution of criteria in case studies on file conversion.
Nr. Type Institution type Supervised Object format Total 00 OF OE AR AS AJ
1 Documents Library Yes PDF 44 27 2 1 10 4
2 Documents Library Yes PDF 33 19 4 8 2
3 Images Library Yes TIFF-5 24 8 6 1 3 3 3
4 Images Library Yes GIF 28 5 3 3 3 13 1
5 Images Library Yes TIFF-6 40 10 12 1 3 10 4
6 Documents Research inst. No PDF 47 22 12 2 10 1
7 Images Library Yes Various 33 18 10 2 1 1 1
8 Documents Archive Yes Word perfect 5x 38 35 1 2
9 Documents Library No Various 30 20 1 1 7 1
317 164 43 12 16 63 19
100% 51.7% 13.6% 3.8% 19.9% 6% 5%
Table 5
Categories, examples and data collection methods.
Category Abbr. Percentage Example Data collection and measurements
Outcome object 00 51.7 Image pixelwise identical (RMSE) Measurements of input and output
Outcome format OF 13.6 Format is ISO standardised (boolean) Measurements of output, trusted external
data sources
Outcome effect OE 3.8 Annual bitstream preservation costs (€) Measurements of output, trusted external
data sources, models, partly manual
calculation and validation, sharing
Action runtime AR 19.9 Throughput (MB per ms) Measurements taken in controlled
experimentation
Action static AS 6 Price per CPU (€) Trusted external data sources, manual
evaluation and validation, sharing
Action judgement AJ 5 Documentation about activity Manual judgement, sharing

(excellent, sufficient, poor)

of outcomes, some of which have to be evaluated and calculated in
a manual way.

Table 5 summarises the taxonomy’s categories, mapping abbre-
viations of Table 4 to the corresponding terms and providing exam-
ples as well as the information sources needed for evaluation. For
most of the criteria, there exist either trusted information sources
or known means to automatically collect measurements to evalu-
ate them. To improve the reliability of the remaining criteria, we
are extending the evaluation platform to enable experience sharing
and provision of aggregate statistics about such judgements. This
sharing also benefits aggregated statistics of measurements taken
in the controlled environment on different input data and will lead
to a collaborative benchmarking platform.

5.2. Threats to validity

As noted above, there is still a certain percentage of criteria that
cannot be measured automatically and have to be judged by ex-
perts. This judgement naturally entails the risk of not being repro-
ducible and exhibiting certain biases. The sensitivity analysis
described in Section 3.2.2 addresses this issue, but cannot provide
guarantees. The usage of AHP is highly desirable for these criteria
and currently in development.

To ensure measurement reliability, the digital preservation do-
main is investing significant efforts in defining benchmarking cor-
pora and criteria for stratification of test data [56]. Annotated
benchmark data will provide the means for validating measure-
ment accuracy of quality assurance tools such as the XCL languages
[12].

6. Discussion and outlook
This paper outlined an evidence-based software evaluation and

selection framework which relies on controlled experimentation
and empirically evaluates candidate components in controlled

experiments. The procedure follows the general COTS selection
process and tailors the concept of utility analysis to allow quanti-
fied evaluation of components against hierarchically defined
requirements.

We showed that in specific scenarios, a majority of the criteria
can be evaluated by applying automated measurements in a
controlled environment under realistic conditions. This not only
reduces the effort needed to evaluate components, but also sup-
ports trust in the decisions because extensive evidence is produced
in a repeatable and reproducible way and documented along with
the decision in a standardised and comparable form.

While the supporting software tool and the case studies are do-
main specific, we believe the approach is applicable and useful in a
wider context. We are currently investigating its application to the

Importance of non-
functional requirements

Dynamism ::> Functional granularity

-=-=CBSD
—Ws
Plato

Importance of trust

Fig. 14. Comparison of foci in component selection scenarios.
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automated evaluation of natural language translation software
[41].

Component selection and evaluation is a continuous problem
space ranging from CBSD to web services and other dynamic sce-
narios as summarised in Table 1 in Section 2. Fig. 14 contrasts in
a simplified perspective three scenarios for component selection:
Web service selection on the dynamic end of the spectrum is
highly dynamic, deals with fine-grained and precisely specified
components, and relies entirely on automated evaluation. CBSD
on the other end deals with any granularity of functions and is less
dynamic. The degree of trust needed and the importance of NFRs
certainly vary in each case, but are in general not as high as for
example in digital preservation. With our method and the planning
tool Plato, the selection and integration is followed by continuous
monitoring. Deviations from specified expectations lead to a re-
evaluation that can result in a reconfiguration or replacement of
the component. The method is applicable to fine-grained compo-
nents with a homogeneous, well-defined feature set, and the focus
lies on automated measurements obtained in a controlled
environment.

Current work is geared towards the automatic derivation of
requirements from modelled constraints and environment factors;
tracing and monitoring of influence factors and continuous impact
assessment; and recommender systems for eliciting key influence
factors and suggesting sets of requirements from the knowledge
base. We are further investigating the usage of established quality
model construction schemes such as [16,24] to formalise and fur-
ther standardise best-practice subcharacteristics, attributes and
metrics and describe correlation-free sets of measures for specific
scenarios that recur often in digital preservation, based on our
experiences with accuracy and risk criteria in the case studies cited
above. In parallel, we are generalising and extending tool support
to other domains and conduct case studies evaluating software
components in different domains such as language translation
software, with a focus on automated measurements.
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